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Don’t Scan Your CAC!
CAC Scan, a free application for Android devices, was recently
released on Google Play. With it, users could scan the barcode on the
front of Common Access Cards (CAC), which contain some personally
identifiable information (PII) such as the name, social security number,
rank, and DoD ID number of the CAC cardholder.
DO NOT download or use any application designed to read the
barcode, magnetic strip, or integrated circuit chip on your CAC. The
application could be sending your PII to people you don’t want to send
your PII to!

Contact Information:
Cyber Criminal Intelligence Program
27130 Telegraph Road

Neither CAC Scan nor any other CAC reader application available for
download via an app store are sponsored or endorsed by the
Department of the Army.

General Tips about Mobile Apps:
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Before downloading, installing or using any application, take a
moment to review the “About the Developer” section. This gives
you information about other apps the developer has published.
If available, visit the developer’s website and assess its content
for things like history, professional appearance, etc.
Apps that purport to allow access to military or government
sites should only be installed if they are official apps and
downloaded through official channels.
Perusing user ratings and reviews gives you a sense of the
veracity of the application’s claims. Inarguably, no app is
completely perfect for all users, but complaints about security
concerns should quickly stand out from other relatively benign
issues.
If you’re unsure and inadvertently download an app, inspect
your device’s application permissions screen to determine what
other applications or information will be accessed by the app. A
video game, for example, is unlikely to have a legitimate need
to access your contacts.

Additional Information:
Common Access Card Security, Department of Defense
Smartphone Security Checker, Federal Communications Commission
MyPay or No Pay Apps, U.S. Army
The Not So Thrifty Apps, U.S. Army
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CCIU uses the Interactive Customer Evaluation
(ICE) system. Please click on the ICE logo and
take a moment to provide us with feedback.
Disclaimer: The appearance of hyperlinks in this Crime Prevention Flyer (CPF), along with the
views and opinions of authors, products or services contained therein do not constitute
endorsement by CID. These sites are used solely for authorized activities and information that
support the organization's mission. CID does not exercise any editorial control over the
information you may find at these link locations. Such links are provided consistent with the
stated purpose of this CPF.

