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Mobile & Social Media Privacy Tips

" m m As covered or mandated by AR 25.2

NOW TO UPDATE MY FACEBOOK | | "HIEVERYONE. WE'RE GOING 2 | | 55, WE GOING ' £'S HOUSES. " §
STATUS....."WE'LL BE AWAY FOR FLA. 4 AMONTH -- JANE * " - I
THE NEXT TWO WEEKS, - BiLL" | <

Awn AS P (-

Copwr U B

UNCLASSIFIED / FOUO



UNCLASSIFIED / FOUO

General Tips
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 Remember, no matter how you set your privacy settings,
anything you post online could potentially be shared to

the general public.

 Don’t share anything you wouldn’t want your
grandparents or your boss to see.

* Don’t accept friend/follower/connection requests from
people you don’t know.

* Don’tinclude any information on any social media site
that could be the answer to a security question.
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Location based services

* Do not automatically allow every app on your smartphone access
to your location.

* Do not allow location-based information to be taken and stored
when you use your phone or tablet to take a photo. If you upload
a photo with that information in the file, others can find your
house, work, etc. through that information. Sites like Instagram
build “Photo Maps” with this information on your profile.
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Geocaching/Location based services
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most C.UStom'ZEat'on Privacy Shortcuts Q
when it comes to
privacy settings.

Privacy Checkup

Who can see my stuff?

Who can contact me?

How do | stop someone
from bothering me?

See More Settings or visit Privacy Basics
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You can create custom friend lists to limit what you share and with whom.

Facebook

o General
Saecurity

71 Privacy
| Timedne and Tagging
& Blocking

3 Notifications
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1) Ads

= Payments

3+ Support Dashboard
[ Videos

Privacy Settings and Tools

Who can sea my stuff? Who can see your future posts?
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Who can contact me?

Who can look me up?

Close
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Everyons Edit
Friends Edit
Edit
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Facebook Lists

* Go to www.facebook.com/bookmarks/lists to create your own friend lists.

* When you go to post a status update, photo, etc., the button next to “post” allows
you to choose which lists, friends, etc. to share that specific post with.

https://www.facebook.com/bookmarks/lists

Edit Profile Friends + Create List  See All Friends

Update Status |~ Add Photos/Video

What's on your mind?
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If you use Facebook to log
in to various websites or
applications, you can
select to share that
information with “Only
Me”.

Be careful which websites
and apps you log in to
with your Facebook
account. This feature has
made your account more
vulnerable to being
hacked in the past.

N\ Facebook

App Settings

Logged in with Facebook

r Name

On Facebook your nar profile picture, cover photls .
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EdgeRank Checker
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Eventbrite
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* In the “About” section of your profile, if you allow Facebook to have your
mobile phone number for security/verification purposes, you can still set the
privacy setting to “Only Me”.

About

CONTACT INFORMATION
Only Me

Washington, District of Columbia, DC, United
States

http//www.facebook.com/| NG
I 2 2 cbook.com

3 emails hidden from Timeline

http//facebook.com/| NG

I Contact and Basic Info
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N\ Facebook

* While you’re setting your privacy settings, you can also limit how your name
and profile are used in Facebook ads to limit the appearance of
endorsement.

o° General Facebook Ads

Socurtty
Third Party Shes F K 0065 v pan ( atwork Edn
B Privacy T yelt o it tting ! ‘
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& Notitcasors husting > ) ! social pluging
[ Mobie

Fol
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Here's an example of a Facebook Ad:

Denver Sushl Denver Sushi

The bost sushi in The best sushi in
Denver. Try our daly Danver. Try our daty
lurch specals for lunch specials for
$8.86. Fan our page $£9.95. Fan our pags
for special offers for special offers

w0 ke w oh

Ths satting onty appias 10 ads hal we par with naws about social actions.
So, indepandent of this seting, you may stil soe social actions in othar
conlexts, ke in Sponsored Stones of pared with messages rom
Facebook. You can leam moms about how socal ads, Sponsored Swanes,
and mossagoes from Facebook work in the Help Canter,

Falr my social actions with ads for  No ona H

Cancel
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All tweets are public unless
you select “Protect my
Tweets”.

Even if you’ve selected
“Protect my Tweets”, that
doesn’t mean that if a
friend retweets your tweet,
it won’t be seen publicly.

You can go back and delete
all location-based
information from your
Twitter history from this

page.

Privacy

Photo tagging

Tweet privacy

Tweet location

Discoverability

Personalization

Promoted content

(_) Allow anyone to tag me in photos
() Only allow people | follow to tag me in photos

(*) Do not allow anyone to tag me in photos

| & Protect my Tweets |
es. Learn more
(] Add a location to my Tweets

Learn more

Delete all location information

Let others find me by my email address

_| Tailor Twitter based on my recent website visits

Learn maore ab

[ Tailor ads based on information shared by ad partners.
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Instagram

ssese ATAT |TE 10:55 AM

EDIT PROFILE

* For the most part, all posts on Cancel
Instagram are public.

* You can limit who can see your posts + I Edit
by choosing “private” so that only =
your approved followers can see
future posts.

* Even if you’ve marked your posts as CHange Paseword

“Private”, if you automatically share UATE INEORMATION

your posts to accounts on other social I omail.com

networks (i.e. Facebook and Twitter)

the photos may still be seen publicly.

Female

Posts are Private L;:

Turn privacy ON to approve follow requests, Your
existing followers won't be affected
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* Google+ allows you to customize who can see your posts based on your
“circles” (like Facebook “Lists”), your extended circles or the public.

About Posts Photos Videos +1's Reviews

Attach: &) Photos Link £ Video @ event [ Poll

e
"

Cancel Also send email from you to 3 circles
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You can also select
whether to auto-share
photos and videos from
your “Google Drive”
account, and whether
to allow location
sharing.

Location Settings

Enable Location Sharing

Photos and Videos
Show geo location information on newly uploaded photos and videos,

¥ Allow viewers to download my photos and videos

Upload my photos at full size
L]
.51 GB (83.37%) of 15 GB

Storage used: 12

Buy more £l

Google Drive

Show Drive photos and videos in your photo library [earm more

Find my face in photos and videos and prompt people | know to tag me. Lear more
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* The most important point on LinkedIn is to be careful how much you share about
what your military job entails (i.e. sensitive or classified duties).

* LinkedIn is an open-source site, don’t treat it like a government job board on an
intranet site or even USAJobs.

* Be careful accepting connections you don’t know in person. Look at mutual
connections, mutual schools/employers or their endorsements to determine if
they’re someone you’d like to be professionally connected to.

 Don’t provide your phone number in your profile.

* Be cautious of suspicious activity or private messages from strangers.
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N Questions?
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* Please feel free to send additional questions to
ngbpa.socialmedia@mail.mil.
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