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Mobile & Social Media Privacy Tips  
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General Tips 
 

• Remember, no matter how you set your privacy settings, 
anything you post online could potentially be shared to 
the general public. 
 
• Don’t share anything you wouldn’t want your 

grandparents or your boss to see. 
 
• Don’t accept friend/follower/connection requests from 

people you don’t know. 
 

• Don’t include any information on any social media site 
that could be the answer to a security question. 
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Location based services 

• Do not automatically allow every app on your smartphone access 
to your location.  
 

• Do not allow location-based information to be taken and stored 
when you use your phone or tablet to take a photo. If you upload 
a photo with that information in the file, others can find your 
house, work, etc. through that information. Sites like Instagram 
build “Photo Maps” with this information on your profile. 
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Geocaching/Location based services 
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Facebook 
 

• Facebook offers the 
most customization 
when it comes to 
privacy settings. 
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Facebook 
 

• You can create custom friend lists to limit what you share and with whom.  
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Facebook Lists 
 

• Go to www.facebook.com/bookmarks/lists to create your own friend lists. 
 

• When you go to post a status update, photo, etc., the button next to “post” allows 
you to choose which lists, friends, etc. to share that specific post with. 

http://www.facebook.com/bookmarks/lists
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Facebook 

• If you use Facebook to log 
in to various websites or 
applications, you can 
select to share that 
information with “Only 
Me”.  
 

• Be careful which websites 
and apps you log in to 
with your Facebook 
account. This feature has 
made your account more 
vulnerable to being 
hacked in the past. 



UNCLASSIFIED / FOUO 

UNCLASSIFIED / FOUO 

Facebook 

• In the “About” section of your profile, if you allow Facebook to have your 
mobile phone number for security/verification purposes, you can still set the 
privacy setting to “Only Me”. 
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Facebook 

• While you’re setting your privacy settings, you can also limit how your name 
and profile are used in Facebook ads to limit the appearance of 
endorsement. 
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Twitter 

• All tweets are public unless 
you select “Protect my 
Tweets”.  
 

• Even if you’ve selected 
“Protect my Tweets”, that 
doesn’t mean that if a 
friend retweets your tweet, 
it won’t be seen publicly. 
 

• You can go back and delete 
all location-based 
information from your 
Twitter history from this 
page. 
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Instagram 

• For the most part, all posts on 
Instagram are public.  
 

• You can limit who can see your posts 
by choosing “private” so that only 
your approved followers can see 
future posts. 
 

• Even if you’ve marked your posts as 
“Private”, if you automatically share 
your posts to accounts on other social 
networks (i.e. Facebook and Twitter) 
the photos may still be seen publicly. 
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Google+ 

• Google+ allows you to customize who can see your posts based on your 
“circles” (like Facebook “Lists”), your extended circles or the public. 
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Google+ 

• You can also select 
whether to auto-share 
photos and videos from 
your “Google Drive” 
account, and whether 
to allow location 
sharing. 
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LinkedIn 

• The most important point on LinkedIn is to be careful how much you share about 
what your military job entails (i.e. sensitive or classified duties). 
 

• LinkedIn is an open-source site, don’t treat it like a government job board on an 
intranet site or even USAJobs. 
 

• Be careful accepting connections you don’t know in person. Look at mutual 
connections, mutual schools/employers or their endorsements to determine if 
they’re someone you’d like to be professionally connected to.  
 

• Don’t provide your phone number in your profile.  
 

• Be cautious of suspicious activity or private messages from strangers. 
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Questions? 

• Please feel free to send additional questions to 
ngbpa.socialmedia@mail.mil.  

mailto:ngbpa.socialmedia@mail.mil

