°' m m As covered or mandated by AR 25.2

NOW TO UPDATE MY FACEBOOK | | “HI EVERYONE. WE'RE GOING 2 BILL AND JANE'S HOUSES. | &
STATUS....."WE'LL BE AWAY FOR FLA. 4 AMONTH -- JANE " ~ BRING THE TRUCK. : 3

THE NEXT TWO WEEKS, -- BiLL"

Social Media Quick Tips

Make sure your privacy settings are appropriate- Friends only!
- You don’t want EVERYBODY to know your spouse is gone
- Remember, no matter how you set your privacy settings, anything you post online could
potentially be shared to the general public
- Don’t share anything you wouldn’t want your grandparents or your boss to see
- Don’t accept friend/follower/connection requests from people you don’t know

Don’t include any information on any social media site that could be the answer to a security
question

You may talk about the deployment but stay away from specifics... numbers of people, jets,
dates, flight information, missions, etc.

Make sure your photos do not have the GPS coordinates embedded in the file info
- OniPhone- Settings/Privacy/Location Services

Monitor all social media accounts for suspicious activity and make sure your anti-virus
software is current

Represent our Guard family with pride and honor!

If you have questions or concerns, please contact 140th Wing Public Affairs Office
Capt. Kinder Blacke, kinder.blacke@ang.af.mil, 720-847-6164
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